
 
 

JOB DESCRIPTION 
 

Position title IT Specialist 

Volume of 
employment and 
working time 
 

• Full time employment; 

• Working time in accordance with the Employment Contract, Internal Rules of 
the Permanent Secretariat of the Intergovernmental Commission TRACECA 
(PS) and orders/instructions of the PS Secretary General (SG). 

• In the absence of IT Specialist his duties requiring urgent solutions shall be 
entrusted to the person assigned by the Head of International and Internal 
Division in the established order. 

Salary size  • According to the Employment Contract. 

Main working 
relationship 

• Responsible directly to the Head of International and Internal Affairs Division 
of the PS; 

• Establishes working relationship with the PS Experts and other staff 
members of the PS IGC TRACECA.  

• Establishes working relationship with the representatives of organizations 
and companies providing internet services, TRACECA website maintenance 
and software applied by the PS. 

Objective of position   • Ensuring the effective functioning of the PS computer equipment, including 
the deployment and technical support of the local network; 

• Installation, configuration, operation and monitoring of the PS electronic mail 
server; 

• Ensuring the sustainable functioning of the TRACECA web portal; 

• Ensuring the security of the PS digital information; 

• Providing technical support and advice to the PS employees on the operation 
of computer equipment, local network and Internet resources. 

Main duties and 
tasks of the position   

• Participation in the development, maintenance and use of the TRACECA 
information system (web portal) for processing electronic documents and 
disseminating information on the activities within the MLA, being of public interest; 

• Windows-based software administration and support; 

• Installing and configuring various server and network services (DHCP, 
DNS, WINS, RRAS, RADIUS, etc.); 

• Installing, configuring and administering a proxy server; 

• Management of accounts (logins and passwords) of the PS employees; 

• Maintenance of the operating condition of the server software and 
workstations, server maintenance; 

• Service of personal computers of the PS;  

• Installation, configuration and maintenance of peripheral equipment; 

• Configuring and providing remote access to the PS local network; 

• Installation, maintenance and regular updates of a centralized corporate 
anti-virus system; 

• Configuration and administration of the PS network storages;  

• Monitoring the functionality of all PS information and computing systems 
and troubleshooting; 

• Providing backup and storage of the PS data and systems; 

• Ensuring the security of storage and processing of data in accordance with 
international standards; 

• Ensuring the security of the PS server and network equipment;  

• Installing and configuring a firewall to protect against Internet attacks 

• Installation, configuration, maintenance and updating of anti-virus, 
ANTISPAM and other filters and protection tools for the PS mail server; 

• Installation and configuration of the web interface of the PS mail server to 
provide remote access to the PS electronic mail; 

• Administration of the TYPO3 system; 

• Creation of pages and file space for national representations of TRACECA 
member states and projects; 

• Creation of accounts and provision of access to country pages and folders 
(to the Backend) to web editors of the national representations of the TRACECA 
member states and projects for editing; 

• Content filling of the TRACECA web portal (according to the information  
received from the Head of International and Internal Affairs Division) and ensuring its 
functionality; 



• Interaction with hosting company / developer / technical support; 

• Implementation and documentation of changes in the accounting system of 
settings; 

• Providing access of the SG to the documentation data of the accounting 
system for the settings of information and computing systems, the web portal and 
Internet connections of the PS in real time;  

• Identifying users’ and network software errors and restoring system 
performance; 

• Ensuring network security (protection against unauthorized access to 
information, viewing or changing system files and data) and security of 
internetworking; 

• Ensuring timely data copying and backup;  

• Training of PS employees to work in the network, maintain archives; 
providing prompt answers to users' questions / inquiries related to networking; 
drawing up instructions for operating with network software and bringing them to the 
attention of users; 

• Providing technical support to TRACECA activities; 

• Service of a dedicated fibre-optic PS Internet line;  

• Service of a dedicated PS Internet line; 

• Installation, configuration, telephony maintenance or supervision of these 
operations by outside contractors; 

• Implementation, if necessary, of various operations in most popular various  
applications (network, text, graphic, video, audio, web editors); 

• Setting up and operation of simultaneous translation equipment; 

• Setting up and operating equipment for presentations and web 
conferencing;  

• Development of proposals for the development of the network 
infrastructure; 

• Initiation of proposals for the modernization and purchase of network and 
office computer, copying equipment; 

• Control over the installation of equipment by specialists of outside 
organizations; 

• Documenting, archiving and storing his own work related to the activities of 
the PS; 

• Compliance with the requirements of implementation standards and labour 
discipline. 
 

Minimum 
qualification 
requirements 

• Higher education, education in the field of IT or 5-year work experience in the 
similar position. 

Required skills and 
capabilities   

• Existing qualification certificates; 

• Skills of network routing and systems for organizing complex information 
protection; ways to prevent unauthorized access to information 

• Experience in web-site administration; 

• Minor hardware repair skills; 

• Proficiency in the Russian and English languages; 

• Organizational skills and a responsible approach to work, timely resolution of 
issues 

• Time management skills, as well as the ability to work both independently 
and in a team;   

• Initiative, stress resistance, striving for self-improvement, ethical conduct. 
 

 
Full name: 
__________________________________________________________________________ 
 
Date:  «___»  _____________ 20__  
 
Signature:  _____________________________ 

 


